Hughopmayuonrno-cnpasounvie mamepuanst no HCUSHEHHOU CUMYAYUU
«3awuma om MOULEHHUKO8 8 CemLy

B pamkax denepansHoro npoekta «I'ocygapctBo mis moaeiny Munmudps Poccun
n Anamutnyeckuii nentp npu I[IpaButensctBe Poccuiickoii denepanuu peann3oBain
mudpoBOl  cepBUC MO OJKWU3HEHHOW cuTyaruu «3amura OT MOIIEHHHKOB
B cerw» Ha EguHOoM mopranme TOCyAapCTBEHHBIX W MYHUIUMAIBHBIX  YCIYT
(manee — ['ocycnmyru) B LeNAX MpecedeHus U NpeJoTBPAIeHUs] MOIIIEHHUYECKUX JeHCTBUM
(https://www.gosuslugi.ru/scammer_protection).

CepBuc npenocTaBisieT BbIOOP ClenyroluX cuTyannii: « MomeHHHKH NbITAI0TCH
noayuuTs jaoctyn Kk Tocycayram» (d9Ta cuTyauuss HampapjieHa Ha TOMOIIb
B BOCCTAHOBJIEHHWM KOHTPOJI HaJl Y4YeTHOW 3amuchio) U «S5 Xouy 3amMTHTBCHA
OT MOLIEHHHKOB B ceTH» (B JJaHHOW CUTYallMH pedb UJIET O Croco0ax MpeoTBpalleHus
MIPECTYIHBIX eUCTBUR).

B pamMkax mepBoii cuTyamuMu TIpeICTaBJIeHa MOJAPOOHAs WHCTPYKIIUS, B KOTOPOH
conepkuTcs WHMOpPMAIUS O TOM, YTO JAeNaTh, €CIU TPaXIaHWH yXXKe COOOIIMI Mapoib
i koa u3 CMC MoIIeHHHUKAM.

B pamkax BTOpol cHTyanMu paccMaTpUBAIOTCS MEpbI, HANpaBJIeHHBIC HA 3aIUTY
OT KHOEPIpPecTyTHUKOB (3ampeT Ha JEHCTBUS C HEABMKUMOCTBIO, 3apeT Ha opopMIIeHHE
JIOTOBOPOB CBSI3H, 3allpeT Ha TMOJydYeHHWe KPEIUTOB M 3aliMOB, 3alllUTa YUETHOU 3aIrvch
C MOMOIIBIO JOBEPEHHOI0 KOHTaKTa, MpaBuiia 6e30MacHOCTH MPHU Tesie)OHHBIX 3BOHKAX),
a Takke TMpeJCTaBlIeHbl METOAbl MPOTHUBOACUCTBUS (PUHAHCOBOMY MOIIEHHUYECTBY
Y YeK-JIUCT IO IIU(GPOBON TUTHEHE.

Cnpasouro: camosanpem — 000pOBOIbHOE OSPAHUYEHUE, KOMOPOe HeNo8eK
cam Ha cebs Hakaadvieaem. 4mobbl HUKMO He cMO2 0opMume Kpeoumuvl U 3aLiMbl
Ha e20 uMs — HU OH CaM, HU MOUWIeHHUKU («3anpem Ha noayueHue Kpeoumos
U 3a1IMO8»); 4UmobblL He OONYCMUMb COBEPULEHUS COCNIOK C HEOBUNICUMOCIbIO be3 e2o
JIUYHOR20 yYacmus Kak coocmeeHHuka («3anpem Ha 0elcmeus ¢ HedBUNCUMOCHBIOY),
YmoObl HUKMO He cMO2 3aKII0YUmMb 002080p HA MOOUNLHYIO C643b OM e20 Iuya
(«3anpem Ha oghopmnenue 002080p0o8 CEA3U).

Josepennwiii_konwmaxm (0anee — JK) — smo oOononnumenonas 3awuma
yuemnou 3anucu Ha locyciyeax om Oevicmeuti mouwtennukos. /[K moocem cmamo,
Hanpumep, poocmeeHHux uiu opye. llpu nonvimke 60cCcmMaHOBNEHUs O0OCMYNA
K YYemHOU 3anucu noav3oeamens Ha Homep menegona /K 6yoym npuxooumsv cmc
0151 N0OmMeepHcoeHus soccmanosienus napons. /[K noomeepoum sanpoc, monvko
Ko20a ybeoumcs, 4mo nojib308ameins He 66005m 8 3a01yHcoeHue.

Kpome Toro, Ha cTpaHuile pa3MelieHbl TOJe3Hble HWHCTPYMEHTBI IS
K1OepOe30nacHOCTH.

B kartajiore oOy4awmux KypcoB CcOOpaHbl MaTepHayibl 10 MHPPOBOH
IPaMOTHOCTH — OT MPaBWJI PE3ePBHOTO KOTIMPOBAHMUSI TAHHBIX JO METOJI0B PACTIO3HABAHUS
nundeiikon (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke poctynHa ©0a3a MOIIEHHHYECKHX CXeM, KOTOpas IIOMOTraeT Y3HaTh
00 akTyalbHbIX criocobax obmana. Ha maHHBIN MOMEHT B Hell conepxuTcs 86 cxeM ¢ uX
kpatkuM onrcanueM (https:// www.gosuslugi.ru/scammer protection/schemes?s=9&p=1).
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JIst OLIEHKM CBOMIX 3HAHWM, B CBOIO OYEpEIb, MOXXHO IIPOUTH TecT Mo HudpoBoii
rpaMOTHOCTH, KOTOPBI ONpeneluT YPOBEHb OCBEJOMIIEHHOCTH B 3Toi cdepe
(https://www.gosuslugi.ru/scammer protection/quiz).

Crour OTMETHTh, 4YTO B paMKaX BTOPOH CHUTyaludd, Cpeaud Ipouero,
HaxoaWTcsl  ccblika Ha  pasgen  «KuOepOezomacHocTb —  3TO  mpocto!l»,
roe cobpaHa rmone3Has uUHQopMalMs O pa3HOOOpasHbIX LHUQPPOBBIX  Yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B otnmenpHBIX OOKax pa3MelleHbl peKOMEeHAAlMu 10 KuOeprpaMOTHOCTH,
CHelHalIbHO pa3padoTaHHbIe IS AeTel 1 MOKUIIBIX JTI0AeH, KOTOpble CUUTAIOTCS] Hanbolee
ySI3BUMBIMU B UHTEpPHETE.

Ocoboe BHUMaHUWE yAENCHO 3allnTe OT (QUIMHTA, CO3/IaHUI0 HAIS)KHBIX MaposeH,
3alUTe MOOWJILHOTO YCTPOUCTBA M NPOQUIaKTUKE TeJeOHHOTr0 MOIIIEHHUYEeCTBA.

ITomuMo 3TOTrO, Ha CTpaHUIaX 00ENX CUTYalUid pa3MelleHa NAMATKA ¢ M0Je3HbIMH
cchlJIKAMH: Ha MHTEPAKTUBHYIO KapTy ¢ aapecamu MBJI Poccun; Ha nmogavy 3asiBiieHUs,
XKajgo0bl WM TpeasioxkeHus depe3 oduimansubiii caiit MBJl Poccuun; Ha BO3MOXXHOCTH
MOJIyYUTh OECIIIIaTHYIO KOHCYJBTAlUIO ¥ TIOMOIIh FOPUCTA MO 3allliTe MpaB.

Taxke B pazgene «Yacteie Bompochk» («MoOryT 1M MOIIGHHUKH MPOAaTh
HEJBUKUMOCTB») HaXOAWTCS CChUIKA Ha HWHTEpPaKTUBHYIO KapTy C ajapecaMu
MHOTO(QYHKITHOHATBHBIX IeHTpoB (M®L]).

Kpome Toro, Ha cTpaHuiax o0euX CUTyallMil pa3MelleHbl CChUIKH, MO3BOJISIOIINE
IPOBEPUTH KPEJAUTHYIO HCTOPUIO, COOOUIUTH O TMOJ03PUTEILHOM 3BOHKE, MPOBEPUTH
oopMIIeHHBIE CUM-KapThI, MOATh Jkano0y Ha BPETOHOCHBI MHTEPHET-Pecypc, a Takke
OTBEThl Ha 4YacTo 3aJaBaeMble BoIpochl: «Kak HacCTpOUTh KOHTPOJIBHBIA BOMPOC?»,
«Kak aHHyJIMpOBaTh KPEJIUT, €CJIM MOLIEHHUKH 0(OpMUIIU ero Ha Bac yepe3 ['ocyciyru?y,
«KTo Takoil 1pon U KaKk He MoNacTh B MPECTYIIHYIO cXeMy?» U T.A.




